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Method for deciding whether a 

and method for restoring a previously. 

• I 
I 

Qualities & .Benefi;ts 

I 
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computer file should be backed up 
backed up computer file 



Primary Features 



Secondary Features 



Method 



1. to provide a backup solution consuming 
minimal bandwidtl^ | [s- . 

2. to provide a backup spliition consuming 
minimal storage j j . : : 

3. to provide a fully scalable & reliable backup 
environment 1 1 

4. to provide a simple to iuse and fully Integrated 
backup system ' 



1. distributed login and central authentication 
2- target system (server) Will be backed up as 
scheduled using m mmaljstorage & bandwidth 

4. target system (serVer) can be restored to any 
previous backup j 1 . 

5. backup scheduling j 

6. backups can be restored to any server, 
connected to.the same central storage server 

1. web user interfa]ce fi f/ 

2. integration wit^ pco^ (DataCenter 
Technologies' Opeirating System) 

1 

A1. IVIethod of using a hashing key of file content 
for backup. 1; 
First step in the pi^pcess is scanning the file system 
on the target machine (computer system to be 
backed up) and creating a hashing key - in either 
32 or 64 byte modes - as a unique digital code for 
each of the. files to be backed up. These hashing 



keys are stored in|a 
the target machine 



local database -a database on 
- f orlf urther comparison. 



A2. The stored hashing keys are checked against 
previous entries ifn the ij^cal database. This 
hashing key is use^dlto check if a local file was 
ever backed up before 6n the target system. The 
hashing keys not Jpundjin the database. are used 
in the next step o,f the process. 
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A3. The hashing keys, wiplch are the result of step 
A2, are now checked against the files stored on 
the central storage. ^erver.. The hashing keys are 
used only in this 3nd phaseltp determine If this 
; file Is already present on the central storage 
server. The file maype present as the result of a 
backup from any other server. The principle is to 
store a single copV of each unique file within the 
data center. s ! i , 

• ■ |1 ^ ■ ■ • 
A4. Dispatching ppojcess jpf using hashing keys for 

backup. Ill' |,. 

Based on the hashing key -the central backup 
server software (in f ron^ of.;the data repository 
and called DC-Protect 5e:rver) will decide to which 
location the file needs to be dispatched. The 



content key Is used 



for dispatching files to 



Background 



different locations in the storage network 



The method of the jinvehtioh uses hashing keys to 
make the process |of backing up data center 
environments autbmateld and intelligent, 
resulting in bandyi/iidth savihgs and minimal 
storage needs. 



History of the technology & Deficiency in pri^r technology 

[ Data Centers usually cornprise several computer 

systems, such as lnt|erne!t servers. They have 
j . . scalability problehfis using traditional backup 
i systems. The required bandwidth and storage is 

not sufficient to do massive data center backup of 
j Internet infrastructure Environments. 



Objective 



The primary objective of the invention is to 
provide a better and more effective data center, 
backup solution. I . I h t: 
The main advantage of|the;invention is the 
minimal consumption of bandwidth and storage 
compared to traditional! backup systems. 



; PATENTS ia TECHNOI_0©Y 



Drawings ; 

Flowchart! DC-Protect 



Scan on 
files. 



; Creadon 
|hacf*Tgkey 




32 724 96 62 



BEST AVAILABLE COPY 



LogarcNvbig 



DC-PROTECT SERVERS 

1 



EhcryptJ ! 



Opioad to d^atdier 



DISPATCHER 



<0> 



C storage I Storage 
device i 1^ device J [ 



Figure "Flowchart of DC 
overview of the backup 



rProtect is a visual 
system and its processes" 



Field of Invention 



Detailed Description 

20 ■ ' ' 



This invention relates to 



backup technology, and 



more particularly to create a solution for massive 
server backup in Internet data center and 
enterprise data ce.njler environments, resulting 
into a solution for disaster recovery and data 
protection. ' ' 

1. Traditionally, backup solutions hugely increase, 
network traffic arjd useienormous storage 
capacity by doing|lncrertiental or full backups of 
servers. 



Fmof an«s7(>i t 9(1. Amir. IR:!?! 
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2. The Invention uses cor tent hashing keys to 
make intelligent decision to backup certain data 

'or not. - I' 

3. New is the process of uslrig a hashing 
mechanism to checklif a fil6 Is unique in a backup 
solution. Unique and not yet backed up files will 
be stored on a centrial stbrage system. The new 
method matches npWiy cireated content keys 
against ail previously generated content keys to 
make a backup dedslon.iall resulting in a holistic 
approach of doing] backup. . 

4. The new method has a minimal consumption of 
bandwidth and a rninimiij use of storage capacity. 



How does it work I . ■ 
Backup agents scahs all Computer files on target 
system (computer system, for example a server) 
and creates a hash'ipg key for each of the selected 
files. ■ ■ |ii |. : , ■ 

List of content keyVjis cohipared locally to the 
previously generated content keys (from previous 
backup). I • 'n'^iy; • 

New content keys;are checked against the central 
backup system to see if the file is already backed 
up originating frorW another server. 
If filo ic r^^\w, ,e then and only then the file 
tranlsferred to our backup 



If file is really uniqu 
will be secured anci 



system (central storage server). 

To restore a unique f ilej the target server requests 
the hashing key f qrj thatf iiei; from the local 
database (on the taJrgetiserVer) and retrieves that 
file from the central storage server. 



EniPf ansszelt 20. Aug. 16:31 
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Ciaims 



1. 



Method for deciding wliether a ( 
backed up, comprising: 

corpputing a liasliing l^ey from 
content of said file, 

verifying if said hashing Icey is already present in a database, 
deciding to back up said file only if said hashing key is not 
present in the database. 
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computer file should be 
least a portion of the. 



2. 



Method according to claim 1, wherein said database is stored 



in the same computer system as said computei 
backed up In a different central storage server. 



file- and wherein said file iis 



3. Mejthod according to claim 2. furtherj'comprising a step of 
checking said hakhing key against files already backed up in said central 
storage server, and deciding to back up said (le orjily if said hashing key 
15 does not correspond to any file in said centralj storage server. 



4. Method according to claim 3, whereip said file is renamed to 

its hashing key once stored in said backup server, i . . 

Ef. Method according to one of the! preceding ciaims, wherein a 



plurality of computer systems are connected 
server, and wherein said computer file is nol 



present as the result of a backup from anotl^^r cornputer file. 



6. Method according to the prec€ 

location of said backed up file in said centra 
said hashing key. 



Method according to the preceding claim, wherein said 



x^ith said central storage 
packed up if it is already 



ding claim, vyherein the 
storage server depends on 



central storage server comprises a plurality of 



storage devices. 



if 9n.Aiicr Ifi-QI 



20- 8-Oi;iS:33 ; PATENTS !& TECHNOLOGY 



BEST AVAILABLE COPY 



+ 4? 32 72-4 96 62 



Method for restoring a previously backed up computer file, 

i 



comprising: 

requesting the hashing key corresporjdihg to sard computer 
file from a database storing a previously computed hashing key for each 
5 backed up compjuter file, 

using said hashing key to retrleVe saijj backed up computer 
file. i 
i 

9. Method according to claim 8, vvherein the location at which 

said computer file has been backed up depends ori said hashing key. 

^ ■ " ■ !■ ■ . • • • 1 ! . '.^ ■ ■ 

10 10. Mejthod according to claim 9, vyherein the name under which 

said computer file has been backed up depends oh said hashing key 

'! • ' ' I I- ■ ' ■ 

11. Computer program product stored op a computer usable 
medium and comprising computer readablefp rogr|am;means for causing 
said computer to perform the steps of one df f-- '= " 



! 

1 2. Computer system comprising an 
database is stored comprising a hashing key 
files. 



the preceding claims. 

■)• ■ ' 

are^ portion in which a 
for all previously backed up 
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